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Filtering and Monitoring Ethical Questions
Filtering is a statutory requirement, but properly keeping students safe online goes far
beyond minimal compliance. It is easy to take the view that problems can be prevented by
monitoring and blocking ‘inappropriate’ or ‘unsavoury’ content, however, simply removing
the options from the searches students make does not help them long term. If one adopts
the metaphor of the internet as a road that children need to learn to cross, practicing without
the presence of any cars is not really teaching them a life skill at all.
Adults have traditionally had the role of ‘agents of surveillance’, adopting a governance
model of panoptic monitoring. However, with web monitoring tools and ‘snooping apps’
becoming progressively ubiquitous and facilitating higher levels of ‘transparency’, it has
become increasingly important to balance responsibility for Internet safety with clear respect
for youth privacy and autonomy. Schools need to address questions surrounding whether
they want to ‘normalise’ surveillance and /or whether teenage agency is being removed as a
result of the use of filtering systems. Although surveillance and agency are clearly wider
societal issues it is important to remember that they are, in effect, modelled through the
behaviours a school adopts. A school should at least be aware of the message they might
be promoting, unintentionally or otherwise, in these areas.
Why is privacy so important? “I haven’t got anything to hide… “
Privacy is essential to personal autonomy. It protects a zone in which a person is free from
manipulation or domination by anyone else. “It is the space of the ‘core self’ where a person
holds their ‘ultimate secrets’” In everyone there is a gap between who one wants to be and
how they appear to the world. In privacy one is able to explore which thoughts and opinions
to identify with without fear of judgement, and then go on to choose whether to make those
thoughts public. Intrusion into this zone of prove can lead to extreme anguish. “A free person
is a private person: a person who can choose what to show as their public self.” Privacy is
essential to individuality and individual freedom.
Privacy is generally accepted to perform 4 fundamental functions in liberal democratic
society. It is important because 1) It provides a realm of personal autonomy; 2) It creates
opportunities for emotional release; 3) it permits a zone of self-evaluation; and 4) it permits
limited and protected forms of communication.
Internet freedom and privacy are central issues and questions need to be asked regarding
the correct balance between filtering systems and individual rights when searching the
internet. It is important to remember that adolescents lives are becoming progressively
monitored and overseen by parents, teachers, and carers. Especially within the context of a
boarding school individuals may find it hard to find some private individual space in ‘real life’
and the internet could offer them this in virtual terms. Therefore, when making policy
regarding filtering systems / search terms / web monitoring, it is worth spending some time
questioning what an appropriate level of privacy and transparency might look like, and in
turn how that might feel for an individual under ‘surveillance’
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Furthermore, privacy allows time to process information with which adolescents are
constantly bombarded with. Therefore, it allows for self evaluation. However, if one is aware
that one is being ‘observed’ online, ones behaviour changes. Revelations about American
mass surveillance led to a measurable reduction in searches for terms that users feared
might get them into trouble. Not only was there a reduction in terms like ‘pipe bomb’ but
there were also reductions in terms like ‘alcoholics anonymous’,’ coming out’, ‘depression’
and ‘eating disorder’ (Marthews and Tucker 2015)1. Clearly this is something that is not a
desirable state of affairs when it comes to adolescent mental health and well- being, so
steps should be taken to ensure that the right message is delivered with regards to filtering.
Finally; employing filtering and blocking systems come with the risk that self-governance is
all but ‘outsourced’ to these technologies. Any personal moral judgements, over whether to
view a site etc, are prevented– after all, if it is blocked they have no option to look at it. The
space for ethical decision and opportunity for personal reflection has been lost (as has a
level of personal accountability). Individuals have essentially lost control over many of the
ethical decision they may have had to make on a day to day basis because they have been,
to all intents and purposes, removed from their field of vision.
In conclusion, although there has been a key shift in the discussion surrounding the
apparatus of Internet safety and a distinct move towards ‘empowering’ young people to
manage online risks for themselves, it remains clear that each school will need to think
through these issues themselves. Developing what works for their specific institution will
depend on a range of factors, not least of which being age, and some schools will feel it
appropriate to have higher levels of filtering than others. However, asking key questions will
ensure that the schools values and moral principles remain deeply embedded within the
practicalities and structures of day to day online monitoring.
Key questions
•

Is self governance being out-sourced, or are students still required to reflect upon
their choices online and be accountable for them?

•

Is surveillance / filtering preventing individuals searching for help when they need it,
for fear of being judged?

•

Is the filtering / blocking system taking away a virtual private space in which an
adolescent can explore who they are without fear of reprisal?

•

Are filter/ blocked search terms enforcing a ‘norm’ or oppressing/ restricting freedom
in some way? Is it inadvertently pushing certain political or social ‘norms’ within the
school.

•

Is the strategy adopted by the school normalising surveillance? Is this a desired
effect?

•

Are the systems in place fostering agency and autonomy within students?

1 Marthews, A. & Tucker, C. (2015) Government Surveillance and Internet Search Behaviour. Retrieved
from https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2412564 Accessed 2/10/19

COMMERCIAL | MANAGED IT

COMMERCIAL
BY NATURE
01242 703400
managedit@commercial.co.uk
commercial.co.uk

