
HOW  TO DE-RISK
A CYBERSECURITY GUIDE FOR MID-SIZE LAW FIRMS 



THE CYBERSECURITY LANDSCAPE HAS 
CHANGED, AND NOT FOR THE BETTER.

High profile incidents at companies like Yahoo, Talk Talk and Tesco Bank 
mean large corporates in high-risk sectors are investing heavily to defend 
against new risks. But what about mid-size law firms – how should they 
respond?

Developing a proportionate response requires an intelligent, systematic 
approach. This guide outlines how mid-size legal organisations can strike 
the right balance. 

Cybercrime is in the news a lot, with the legal sector is in the firing line 
- PWC research has indicated that 73% of the UK top 100 firms were 
targeted in 2015-16.  The cybersecurity industry has responded with a 
raft of robust solutions – mostly geared towards the protection of large 
organisations. 

These solutions typically require heavy investment and generally aren’t 
appropriate for mid-size law firms. Yet as large firms professionalise their 
defences, it’s increasingly the more vulnerable mid-size organisations that 
cyber criminals are targeting. Holding sensitive data and significant sums 
of client money, law firms are a tempting prospect. 

Cybercrime is such a pressing issue that the Solicitors Regulatory Authority 
repeatedly highlights the dangers in its Risk Outlook reports for compliance 
officers. 

However, mid-size law firms rarely have the scale and financial resource 
to employ full-time cybersecurity teams. Directors are faced with complex 
investment decisions surrounding security versus growth-driving initiatives.  

This guide outlines proven risk mitigation approaches for mid-size law 
firms. It looks at how to identify genuine internal and external risk factors, 
enabling best practice to be leveraged in key areas. 

The digital age has unlocked many opportunities 
for business growth, but new technologies can 
bring new vulnerabilities.
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For criminals, cybercrime represents a lucrative business. Like all 
professionals, they put time and effort into refining their operations 
and developing sophisticated methods to maximise returns. How 
can law firms stay one step ahead?

There is no magic shield and cybersecurity must be treated as an 
ongoing, long-term discipline. Challenges and threats vary, but best-
in-class firms share a commonality of approach, with an iterative 
process to decrease risk. 

CRIMINAL INTENT

CERTIFICATIONS  

Mid-market law firms needing to formalise their cyber defence 
strategies have three main options. Selection should be based on the 
desired level of assurance, considering any specific requirements of 
customers or clients.   

Cyber Essentials is a UK government standard based 
on five technical controls to help organisations protect 
themselves from the most common internet threats. It 
involves a self-assessment questionnaire, with responses 
reviewed by an external certifying body. 

Cyber Essentials Plus has the same requirements as Cyber 
Essentials, but also involves system tests conducted by the 
certifying body. 

ISO27001 is the international best practice standard for 
an information security management system. It is far more 
complex than Cyber Essentials, involving 114 controls and 
35 control objectives. 

Whichever certification is chosen, a critical success factor is the 
documentation of information security incidents, along with reviewing 
and responding to ongoing issues 



SIX WAYS  
TO ENHANCE  
CYBERSECURITY
Based on 10 years’ experience in the field, we’ve 
identified six key elements of effective cybersecurity for 
mid-size law firms.
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1. Establish an accurate cyber baseline
Assess which data is most important and the potential scale of impact 
if an incident occurs. Speak with people from various departments to 
gauge behavioural or process related issues.

2. IT operations process improvements 
Strike a balance between allowing staff access to relevant  
information and keeping data secure. Basic IT security protocols, 
monitoring, patching and general maintenance activities are vital.  

4.  User awareness & training 
Training staff to be vigilant, to change passwords and to report 
incidents can significantly enhance cybersecurity. Carefully manage 
user privileges so as to reduce exposure of individual assets.

5. Cyber incident response  
An incident response plan facilitates a measured approach to 
counter cybersecurity breaches. The goal is to supress emerging 
situations through intelligent management and damage limitation.

6. Disaster recovery & business continuity planning
Ransomware is on the up, so check the integrity of backups. In the 
event of an attack, IT experts should focus on tactics to remedy the 
situation while business leaders manage wider operational issues.

3.  New security technologies to intercept threats  
Investment in technology is only one half of the equation. It must 
be combined with robust procedures and managed proactively 
to ensure it keeps ahead of evolving cybercrime trends. 



 

CONCLUSION
It is not easy to plan for a threat that could materialise 
tomorrow, but might not surface for several months or 
years. However, understanding the nature and extent 
of cyber risk in relation to your own practice facilitates 
better, more informed decision making and investment. 

Technology clearly has a role to play. However, for 
many mid-size law firms, proactive management and 
maintenance of the network is the most effective 
antidote to risk. When it comes to cyber defence, 
prevention is the best medicine. 
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WHY CYBERSECURITY IS A BOARD-LEVEL 
CONCERN

Cybersecurity is increasingly recognised as a core business issue and it has 
been catapulted from the IT team to the boardroom. 

To ensure it receives adequate attention and visibility, an IT / Risk representative 
should report to, or form part of, the board of directors. Establishing a clear, 
ongoing narrative about the cybersecurity baseline and sector-specific risks is 
essential. For instance, while ransomware receives a lot of media attention, the 
SRA reported that phishing was the most prevalent form of cybercrime in the 
legal sector during 2016. 

It often involves sophisticated criminal gangs masquerading as a representative 
from a bank’s counter fraud team to elicit online security information and access 
conveyancing monies. Falling victim to such an attack can be hugely damaging 
from a financial and reputational perspective. 

Clearly, staff training is just as important as investing in security technologies to 
mitigate cyber risks. Law firms also need to record and respond to information 
security incidents using incident and risk registers. This facilitates a dialogue 
enabling IT / Risk professionals to ensure directors understand the scope of the 
evolving cyber threat and how the practice is responding.    




